MYHHUIMIIAJILHOE BIO/DKETHOE YYPEX/EHUE
AETCKHAHU O31IOPOBUTEJIbHBIU JIATEPb «YAHUKA»
YYJBIMCKOI'O PAUOHA

ITPUKA3
Or 21 mapra 2022r. Ne 15-O/1
O Ha3sHa4YeHUM OTBETCTBEHHBIX 3a IPHMEHEHHE MEP 3allIUTHI IeTel OT
vH(pOpMaLKH, NPUYUHSAIONIEH BPe/l HX 3A0POBBIO U (MJIH) Pa3BUTHIO

B uensx ucnonnenuss @enepansroro 3akona ot 29.12.2010 Ne 436-®3
«O 3ammre aered OT MHQOPMALMH, NPUYUHSIOWEH Bpel HMX 3I0POBBIO W
Pa3sBUTHIO», MpHKa3a MHUHHCTEPCTBA CBA3M U MAacCOBBIX KOMMYyHHKaiuii P® ot
16.06.2014 Ne 161 «O6 yrtBepxkaeHHH TpeGOBaHWH K aJMUHHCTPATHBHBIM H
OpraHM3allMOHHBIM MepaM, TEXHUYECKHM H NPOrpaMMHO-alIapaTHbIM CpPeICTBaM
3aI0MTHl JeTed OT WHGPOPMALMH, NPHYUHAIOMIEH Bpel MX 370pPOBBIO M (WIIH)
Pa3BUTHION

INPUKA3BIBAIO:

1. Vreepaute IMonoxenue o 3ammre gereil or MHGOPMAIUK, TPHYUHSIONIEH
Bpel HX 310poBbl0 M (uiu) passuthio. ([IpunoxeHne k HacTosieMy
npuKasy).-

2. Yreepmute Ilman wmeponpusitiii 1m0 obecrieyeHnio MHMOPMAIHOHHOIN
6e30macHOCTH AeTeid.

3. 3amecTHTeNIO JMPEKTOpa MO BOCHUTATENbHOM paGore M, COBMECTHO ¢
BocnuTaTeNsiMu  opranuzosatb B MBY JIOJI «Yaiika»  Meponpustusi,
IOCBSILLICHHBIE BOIIpOCaM UH(POPMALMOHHOIM 6e3onmacHoOCTH
HECOBEPIICHHOJETHUX, KOHCYJIbTallMK JUIl MOAPOCTKOB «Ilodemy HyKHBI
Naponu Ui BallMX Yy4YeTHHIX 3anuced B MutepHere?» «Kak BbIOpaTh
HAJIOXKHBIH Mapob?», KPYIJble CTONBI, Oecelbl, BUKTOPHHBI IO TeMaM:
«Arpeccusi U xkecrokocth B CMW», «S u HUurepuer», «OcHOBBI Meaua
Ge30macHOCTH», KOHKYPChl PUCYHKOB H paccka3oB «Kommbrotep - Moit pyr,
KOMITBIOTEp - MOM Bpar», UurpoBoi yac «Uro takoe MuTepHer?», «Ilone3Hblit
u 6e3onacHbiii IHTEpHETY.

4. Ilpu mpoBeieHMH MAaCCOBBIX MEPONPHUATHIA: IyOIMYHOM TOKa3e, My6IMIHOM
UCIIOJTHEHUH, NEMOHCTPAllMd MEpONPUSTUS HEYKOCHHUTEIBHO COOJIOAATH
TpeOOBaHMs BBIIIEHA3BAHHBIX 3aKOHENATENBHBIX AaKTOB, HE JOIMYyCKaTh
MCIIOJIb30BaHHUs MH()OPMALMOHHOM MPOMYKLMH, 3alpelleHHoN 11 JeTel,
NPUYMHSIONIEH BpeJ] UX 3I0POBBIO U Pa3BUTHIO.



. Pasmectuts Ha unpopmanmonnsix creigax MBY JIOJI “Yaiika» JoKaibHbIE
aKTel 0 cobmoseHHH TpeboBaHWM MO 3amuTe JeTedl OT WH(pOpPMALUH,
NPUYMHAIOLIEH Bpe/l UX 30POBBIO U PAa3BUTHH.

. B037103XUTB OTBETCTBEHHOCTH 3a IPUMEHEHHE aMHUHUCTPATHBHBIX H
OpraHM3allMOHHBIX Mep 3alllUThl JeTell OT MHPOPMALMH, MPUYUHSIOIIECH
BpeJl MX 3/I0POBBIO M (WJIM) Pa3BUTHIO, YYUTHIBAIOIIKX CHELH(PUKY 000poTa
WH()OPMALMOHHON NMPOMYKLHM, 3aNpelieHHONW IJIs JeTel, U 3a MPOBEPKY
NOpsi/Ika UX NMPHMEHEHHs Ha 3aMeCTUTeNs JUMPEKTOpa MO BOCIUTATETbHOM
pabore MoxaeBy E.A.

. Osnakomuth MoxaeBy E.A., OTBeTCTBEHHOro 3a HH(OPMATH3ALMIO, C
MOJIOXKEHUSIMU 3aKOHozarenbcTBa Pocculickoit denepanuu o 3auure aeTei
OT MHpOpPMalMKY, NPUYUHSIOMEH BpeJ UX 370POBbI0 M (WIIHM) Pa3BHUTHIO,
JIOKJIbHBIMM aKTaMH 110 3allUTe AeTedl OT MHPOpMAlMH, MPUIHHSIOIEH
BpeJl X 370POBBIO M (MIH) pa3BUTHIO, u3naHHeIME B MBY JIOJI «Yaiika»
YyneIMCKOro palioHa.

. KoHTpop McnonHeHns: HacTosIIero npruKasa OCTaBJIsiio 3a CO0OIA.

ITpunoxenue: = «Ilonoxenue o 3ammre gerell OT HHGOPMALIHH,
NPUYHMHSIOLIEH Bpe/l X 3I0pOBbIO U (MJIH) Pa3BUTHION - HA SII.

Jupekrop H.H.Konnparsena

@



YTBepKIeHO
npukasom ot 20.03.2022 Ne §

INOJIO’)KEHHUE
o 3ammre uHpopmanuu B MBY J10JI «Yaiika» UyabIMCcKOro paiioHa.

I. O01mue moJ10KeHu.

1.1. Hacrosimee [lomoskenne paspabotaHo B paszpaboraHo B cooTBeTcTBUHM ¢ DenepanbHbIM
3akoHOM OT 27.07.2006 Nel49-®3 (pex. ot 02.12.2019) «O6 wundopmanuu, HWHPOPMAITMOHHBIX
TEXHOJIOTHSX M O 3ammTe uHbopmanuny, denepabHpiM 3akoHOM 0T 27.07.2006 Nel52-D3 (pen. ot
31.12.2017) «O mnepcoHanbHbIX AaHHBIX», [loctanoBnenuem IlpaBurensctBa P® ot 01.11.2012
Nell119 «O06 yrBepkaeHWH TpeOOBaHUM K 3alUTE TMEPCOHAIBHBIX JaHHBIX MPH HX O0OpabOTKE B
WH(OPMAIIMOHHBIX CHUCTEMaX TEPCOHANBHBIX MaHHBIX», [Ipukazom ['octexkommccuum Poccuu ot
30.08.2002 Ne282 «CrneumanbHple TpeOOBaHHWS W PEKOMEHIAIMM TI0 TEXHUYECKOW 3aluTe
KOH(HIESHIIMATbHONH MH(OpMAIMM» TOCylapcTBEHHas: TeXHHUYeckas komuccus», [Ipukazom OCTIOK
Poccun ot 18.02.2013 Ne21 (penm. ot 23.03.2017) «O6 ytBepxkaenun CocTaBa W COACpPIKAHUSA
OpPTraHU3aIMOHHBIX U TEXHHYECKUX MEp MO 00ECIeYeHNI0 Oe30MacHOCTH MEePCOHAIBHBIX TaHHBIX MPU
ux 00paboTke B MHGOPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX JTaHHBIX).

1.2. TlonoxxeHue peryiaupyeT MOJUTHKY YUpEeKACHUs MO Oe30MacHOCTH WH(POPMALMOHHBIX H
KOMMYHHMKAIIMOHHBIX PECYPCOB U TEXHOJOTHMM M OOmMH MOpAIoK oOpalleHus ¢ JOKYMEHTamH,
COJICP KALINMHU CITY>KEOHYI0 HHPOPMALIMIO OTPAHUYEHHOTO PACIIPOCTPAHEHUS U YCTaHABIMBAET:

- O0BEKTHI 3aUTHI HHOOPMAIIUU U CYOBEKTHI TOCTYyNMa K WHPpOpMauu WHPOPMAIIMOHHBIX CUCTEM U
pecypcos;

- OCHOBHBIE yrpo3bl wuH(popmanumoHHoi Oe3omacHoctn (manee — HWHDOOPMAIIMOHHAA
BE3OITACHOCTDB) MBY J1OJI «Yaiikay;

- OCHOBHBIE TIPUHITUIIBI TIOCTPOSHUS cHCTeMbI 3amuThl nHbopmaruu MBY J1OJI «Yaiikay;

- Mepsl, MeToasl U cpeactBa obecnieueHns MTHOOPMALIMOHHAS BE3OITACHOCTD MBY 10JI
«Yaitkay.

1.3. Hacrosmiee Ilonoxenue pa3zpaboTaHo ¢ 1EIbI0 YCTAaHOBICHHS HAJUIEKAIETO MOpsAKa paboThI
M co3JlaHre 0e30TacHbBIX YCIoBUH it oOydarommxces u corpyaaukoB MBY JIOJI «Yaiika» (manee —
VYupexxaeHue), a Tak e HCKIIOYEHUS BO3MOXHOCTH MPOHMKHOBEHHS IMOCTOPOHHMX JIUII, BBIHOCA
MaTepUaIbHBIX [ICHHOCTEH, MHBIX HApYIIEHUH OOIIECTBEHHOTO MOPSIKA.

1.4. lannoe Ilonmoxenue pasmemaercs Ha odummansHoM caidite MBY JIOJI «Yaiika» B
H(}OPMAaLIOHHO-TEJIEKOMMYHUKAIIMOHHOH ceTu «IHTepHeT».

I1. O0beKxThl, moAJIeKaNue 3alIuTe.

2.1. B VYupexnenuun oOpabaTeiBaeTcsi WHGOOpMAIUsA, coaepkalias CBEACHUS OTPaHUYCHHOTO
pacnpocTpaHeHus (crmykeOHas HHpopMaIus, IepCOHATbHBIC JAHHBIE), U OTKPHITHIC CBEICHUS. 3aIIUTe
MoJJIeKaT BCe MH(OPMAIMOHHBIE CHCTEMbI YUpPEXKJEHHUS, HE3aBHCHUMO OT HX MECTOHAXO0XKIIECHUS,
YHUCIISIIUECS Ha OyXTalTepCKOM yueTe Y UperkIeHHs.

2.2. OcHOBHBIE OOBEKTHI, MONJIEKAIIYE 3AIHTE:

- MH(OPMAIIMOHHBIE CUCTEMbl NEpCOHANbHbIX MaHHbIX (mamee — WCII/[IH), a Takxke OTKphITas
(obmenocrynHas) uapopMaims, HeooxoauMas Il padoThl YUpeKICHHsI, HE3aBUCUMO OT (HOpPMBI U
BUJIA €€ MPE/ICTaBICHUS;

- iporeccbl 00paboTKH MH(pOpMAIK B MHPOPMALIMOHHBIX CHCTEMax YupekaeHus, MH()OpMaIoHHbIE
TEXHOJIOTHH, PETJIAMEHTBHI U TIPOIIeyphl cOOpa, 00pabOTKH, XpaHEHUS U Tiepenadyu HHOopMaIuu;

- nHpOpMaMOHHAsA MHPPACTPYKTYpa, BKIIOYAIONIAs CUCTEMbl 00paOOTKHM W aHaiu3a WH(pOpPMAINH,
TEXHUYECKUE W TMPOTPaMMHBIE CpencTBa €€ oO0paboTKH, mepemayr M OTOOpaKeHWs, B TOM YHCIIE
KaHalbl HMHQOPMAIIMOHHOTO OOMEHAa U TEJICKOMMYHHUKAIMH, CHUCTEMBI W CpPEICTBA 3alllUTHI
nH(popManuu.

2.3. OcobeHHOCTH 00OBEKTOB, MOIIEKAIINX 3AIIUTE:

- 00BCIMHEHHE B EIUHYI0 CHUCTEMY OOJIBIIOTO KOJWYECTBA TEXHUUYECKHX CPEACTB 00pabOTKH W
nepeaayu MHGOpMaIumy;
- HEOOXOIMMOCTh 00€CTICUEeHU S HETPEPHIBHOCTH (PYHKITMOHUPOBAHUS Y UPEKIACHUS;



- BBICOKAsl MHTEHCUBHOCTh HH(OPMAIIMOHHBIX TOTOKOB;
- pazHOOOpa3ue KaTeropuii moIb30BaTENCH.

II1. Iesu u 3apa4n cucTeMbl o0ecneyeHUss HHPOPMAIMOHHOI 0€30I1aCHOCTH.

3.1. CyObekTsl noctyma K uH(popManuu npu obecrieueHur HHGOPMAIMOHHONW O€301acCHOCTH
YupexaeHust BISIOTCS:

- paboOTHUKH YUpEKIEHHUs, ydacTByIOIIMEe B HWH(POPMAIMOHHOM OOMEHE B COOTBETCTBUHM C
BO3JIO)KEHHBIMU Ha HUX JIOJDKHOCTHBIMHU OOSI3aHHOCTSIMU;

- (u3nyecKkue JHIA, CBEACHUS O KOTOPBIX HAKAIUIMBAIOTCS, XpaHATCS M oOpalaThIBalOTCS B
MH(POPMAIIMOHHBIX CHCTeMax YupexIeHus (B COOTBETCTBHM co cT.14 denepanbHOT0 3aKoHa OT
27.07.2006 Ne152-®3 «O nepcoHaIbHBIX JaHHBIX;

- COTPYIHUKM BHEUIHMX OpraHM3alui, 3aHUMAIOLIUXCS pa3pabOTKOM, MOCTaBKOW, PEMOHTOM U
oOcimy>kxuBaHUEM 000PYI0BaHUS WM HH(OOPMAITMOHHBIX CUCTEM.

3.2. IlepeuncieHHbIM CyObEKTaM J0CTyIa K HH(OpMAIMKU HE00X0AUMO 00ECIeUnTh:

- CBOEBPEMEHHOCTH JIOCTYIa K HE0OX0AMMOi UM MH(popMaInu (ee T0CTyITHOCTD);

- JOCTOBEPHOCTH (IOJTHOTY, TOYHOCTb, aKTYAIbHOCTD, IIEIOCTHOCTh) HH(OPMALIUH;

- KOH(UIEHIMATHLHOCTh (COXpaHEHHE B TalHE) OMpeNeIeHHON dYacTh HHGPOPMAIMH, 3alIUTy OT
HaBS3bIBaHUS JIOKHOH (HEIOCTOBEPHON, HCKaKEHHOMN ) HH(OpMAIIHH;

- BO3MOYKHOCTb OCYILIECTBJICHHUS KOHTPOJII W YINpaBieHHs] MpoleccaMu OO0pabOTKM U THepenauu
uHpOpMaIHH;

- 3aIIUTYy UH(OPMALIUK OT HE3aKOHHOTO PACIIPOCTPAHECHHUS.

3.3. Lenpto 3ammThl nHGOpPMAILIMU, HA JOCTI)KEHHE KOTOPOH HampasieHo Hactosiee [lomoxenue,
SBIIETCS 3allUTa OT BO3MOXKHOTO HAHECEHHUs CyOBEKTOM J0CTyna K MHPOPMalUu MaTepUalIbHOTO,
($U3N4IECKOT0, MOPAIBHOTO WJIM WHOTO yiepda MOCPEICTBOM CIIyYallHOTO HJIM MpEeIHAMEPEHHOTO
BO3JICUCTBUS Ha MHPOPMAIIMIO, €€ HOCHTEIH, MPOIEeCChl 00pabOTKM W TiepeAaud. YKazaHHas 1eib
JIOCTHTaeTCs IMOCPEICTBOM OOECHeueHHss M MOCTOSIHHOTO TOAJEPXKAaHUS CJIEIYIOUINX CBOMCTB
nH(popManuu:

- JIOCTYMHOCTH HH(OpMamuu JAis aBTOPU30BAHHBIX CYOBEKTOB JocTyna  (yCTOWYHMBOTO
(GYHKIIMOHUPOBAHUSI CHUCTEMbI, IPU KOTOPOM aBTOPU30BAHHBIE CYOBEKTHI JOCTYNAa HMEIOT
BO3MOKHOCTb MOJIy4eHHS] HEOOX0JMMOM MH(OpMAIIN);

- 1EJOCTHOCTHM M ayTeHTHMYHOCTU (TIOATBEp)KICHHE aBTOPCTBA) HWH(MOpPMALMU, XPAaHUMOH U
o0pabaTbIBaeMoil B cucTeMax YUpexJeHHs U IepelaBaeMOi 110 KaHallaM CBSI3H;

- KOH(HMIEHIMATbHOCTH — COXPAHEHHS B TailHE ONpeNeNeHHON 4YacTH HHQOpMAIMH, XPaHUMOM,
oOpabaTbiBaeMOil M TmepelaBaeMoil IO KaHajdaM CBs3U. HeoOXonumblii ypOBEHb JIOCTYIHOCTH,
LEJIOCTHOCTH M KOHQHUACHUUAIHHOCTH HH(OpPMaLUU OOecreunBaeTcsi METOJaMU M CpPEICTBaMH,
COOTBETCTBYIOLTUMH MHOKECTBY 3HAUUMBIX YTPO3.

3.4. OcHOBHBIE 33/1a4M CUCTEMBI oOecrieueHus HHPOpMAIIMOHHON Oe3omacHoCTH. s mocTrKeHust
OCHOBHOM IIeMM  3allMThl M 00eCredeHHs yKa3aHHbIX CBOMCTB MH(pOpMAIMU  CUCTEMa
nH(popManroHHas 6€30MacHOCTh J0HKHA 00ECIEYMBATh PEIICHHUE CISAYIOIINX 3a/1a4:

- CBOCBPEMEHHOE BBISBIICHHE, OLIEHKAa M NPOTHO3MPOBAHUE HCTOYHUKOB Yrpo3 HH(OPMAIMOHHON
0e30IacHOCTH, TIPUYMH W YCIOBUH, CIHOCOOCTBYIOIIMX HAaHECEHHIO ymiepba cyObekTam
MH(POPMAIIMOHHBIX OTHOLICHUN, HAPYIICHUIO HOPMAIFHOTO ()YHKIIMOHUPOBAHUS CHCTEM;

- cO3JJaHNe MEXaHU3Ma OIEPaTUBHOIO pearnpoBaHUs Ha YTrpo3bl 0€30MacCHOCTH HH(OPMALINH;

- CO3JlaHUE YCJOBHM A7 MUHUMHU3ALUU W JIOKAJTU3allMd HAaHOCHMOTO yiiepOa HempaBOMEpPHBIMU
JIeUCTBUSAMHU (U3UUECKUX M IOPUANYECKHX JIMI, OCIa0JIeHHEe HETaTMBHOTO BIMSHUS U JIMKBHIAIMS
MOCJICICTBHI HapyIICHUS 0€301aCHOCTH MH(POPMAIIHH;

- 3aIIUTy OT BMEUIATEIbCTBA B MpoIecC PYHKIIMOHUPOBAHUS CUCTEM YUPEXKIECHHUSI TOCTOPOHHUX JIUI]
(moctyn k MH(OPMAIMOHHBIM pecypcaM JODKHBI HMETh TOJBKO 3aperucTpUpOBaHHBIE B
YCTaHOBJIEHHOM TOPSIIKE TIOJIB30BATENH);

- pasrpaHUYeHue J0CTYIa MoJIb3oBaTeseil K MH()OPMALMOHHBIM, alllapaTHBIM, IPOTPAMMHBIM U UHBIM
pecypcam - obecrieueHHe J0CTyHa TOJIBKO K TEM pecypcaM U BBHINOJIHEHUS TOJIBKO TEX OMNeparyii C
HUMH, KOTOpble HEOOXOIAMMBbI KOHKPETHBIM MOJb30BATEISIM JUIS BBIMOJIHEHUS CBOMX CIY>KEOHBIX
00s13aHHOCTEIH;



- oOecrieueHre ayTeHTHU(UKAIIMK T10Jb30BaTENIel, YJYacTBYIONIMX B HWH()OpPMAIMOHHOM OOMEHe
(moaTBEpIKACHNE TOAJIMHHOCTH OTIIPABUTENS U OTydaTess HH(GOpMAIIHN);

- 3aIIUTYy OT HECAHKIMOHUPOBAHHONM MOIU(HUKAIMHU HCIOIb3YEMBIX B CHUCTEMAax IPOTrPAMMHBIX
CPEACTB, a TaKKe 3allUTy CHCTEM OT BHEIPEHHUS HECAaHKLIMOHHWPOBAHHBIX IMPOTPaMM, BKIIOYAs
KOMIIbIOTEPHBIE BUPYCHI;

- 3aIIUTY UH(OPMAIIH OT YTEUKH 110 TEXHUYECKUM KaHajiaM Ipu ee 00paboTke, XpaHEHUH U Iepeaayue
10 KaHaJlaM CBSI3H.

3.5. OcHOBHBIC MYTH pEIICHHs 3a/a4 CUCTeMbl WH(POPMAIIMOHHON O0€30mMacHOCTU YUpexkICHHS.
OcHoBHBbIE L€ oOecrneueHuss UHPOPMALMOHHON 0E30MaCHOCTH U pElleHHE IEePEUNCIIEHHBIX BBIIIE
3aJja4 JOCTUTAKOTCSL:

- yu€TOM BCeX MOJUIeKALINX 3AIIUTE MH)OPMAIIHOHHBIX CUCTEM YUPEKACHUS;

- y4€TOM JIeHCTBUI MEPCOHANIA, OCYIIECTBIISIIOIIEro 00CIy)KUBaHIE U MOAU(DUKALIUIO TPOrPaMMHBIX U
TEXHUYECKHUX CPEJICTB KOPIOPATUBHON NH(POPMALIMOHHOHN CUCTEMBI;

- TIOJIHOTOM, pEaTbHOH BBIOJIHUMOCTBIO M HETPOTHBOPEUYMBOCTHIO TPEOOBAHUIN JIOKAIBHBIX
HOPMATHBHBIX aKTOB YUpPEXKACHUS 0 BoIpocaM obecrieueHnst HH)OpMaIMOHHON 6€301acHOCTH;

- IOJITOTOBKOM JOJKHOCTHBIX JIML (paOOTHUKOB), OTBETCTBEHHBIX 32 OPIaHU3ALUI0

Y OCYIIECTBIICHHUE MPAKTUYECKUX MEPOIIPUATHIL 110 0OecrieueHrI0 HHPOPMAITMOHHON OE30MaCHOCTH;

- HaJeJICHHUEM KaXJ0ro paboTHHKa (MOJIb30BaATENs) YUPEKICHUS MUHUMAIBLHO HEOOXOIUMBIMU IS
BBIMIOJIHEHUSI UM CBOMX (DYHKIIMOHANBHBIX OOS3aHHOCTEH TMOJHOMOYMSMH IO JIOCTYIy K
MH(POPMALIMOHHBIM pecypcaM Y UpexIeHus;

- YeTKHMM 3HAaHUEM M CTPOTUM COOJIOJCHHEM BCEMH MOJb30BATEISIMH HWH(OPMAIIMOHHBIX CHUCTEM
VYupexaeHus TpeOOBaHUM JOKaJIbHBIX HOPMATHUBHBIX AKTOB YUpPEXKIEHHS 110 BOIPOCAM OOECIeUeHUs
MH(POPMAIMOHHOI 0€30MacHOCTH;

- TEpPCOHAJIBHOM OTBETCTBEHHOCTBIO 3a CBOM JCWCTBUS KaXJ0ro pabOTHUKA, B PAMKaxX CBOMX
(GYHKIMOHATBHBIX 003aHHOCTEH UMEIOLIETO JOCTYI K MHPOPMALMOHHBIM pecypcaM Y UpekIeHHS;

- HENpephIBHBIM  NOJAEpP)KaHUEM  HEOOXOAMMOrO  YPOBHS  3alUIINEHHOCTH  JIEMEHTOB
MH(POPMAIIMOHHBIX CUCTEM Y UpeXKIICHHS;

- TPUMEHEHHWEM MPOrPaMMHO-ANMAPATHBIX CPEACTB 3alUThl HHPOPMALUMU U HENPEPHIBHON
aIMUAHHUCTPATUBHON MOJIEPHKKON X UCIIOJIb30BAHMUS;

- 3¢ (}EeKTUBHBIM KOHTPOJIEM HaJ COOJIOJCHUEM II0JIh30BaTEIIMH HH(POPMAIIMOHHBIX PECYPCOB
Yupexaenus TpeOoBaHMil 1o obecreueHn o HHPpOpMaIMOHHONW 6E€30MTaCHOCTH.

IV. OcHoBHBIE YIPo3bl HH(POPMALMOHHOMH 0€30MACHOCTH YYpeKIAeHUS.

4.1. CymecTByeT 1Ba BUAa yrpo3 HHGOPMAITMOHHOHN 0€30MacHOCTH:
- HICKYCCTBEHHBIE — YTPO3bl, BEI3BAHHBIE JIEATEIbHOCTHIO YEIIOBEKA;
- €CTECTBEHHBIE — YTPO3bl, BEI3BAHHBIC BO3ICHCTBUAMH HA MHPOPMALIMOHHYIO CUCTEMY H €€ DJIEMEHTHI
OOBEKTUBHBIX (U3NYECKUX MPOLECCOB TEXHOTCHHOTO XapakTepa WM CTUXUHHBIX HPHUPOIHBIX
SBJICHUM, HE 3aBUCAIIMX OT YEIOBEKa.

4.2. Hanbonee 3HAUUMBIMU YIpO3aMu WHPOPMAITMOHHON O€30MacHOCTH YupexIeHus (crocodamu
HaHeceHus ymiepOa cyobekTaM HH(POPMALMOHHBIX OTHOIICHUH) SBIISIOTCS:
- HapyumeHue (YHKIMOHAIBHOCTH KOMIIOHEHTOB HH(OPMALIMOHHBIX CHUCTEM YUpPEKIACHMUS,
OnmokupoBaHue HH(OpMAIMM, HApyLUICHHE TEXHOJOIMYECKHX IPOLECCOB, CPBIB CBOCBPEMEHHOTO
pelIeHus 3a/1ay;
- HapylleHHE LEJOCTHOCTH (MCKaXEeHHE, IOJMEHAa, YHHUYTOXXEeHHE) HH(OPMALMOHHBIX PECYPCOB
VYupexaenus, a Takxe (anbcudukanus (moaaenka) 10KyMeHTOB;
- HapylIieHHe KOH(PUIEHIIMATbHOCTH (pa3rialieHne, yreuka) IepCOHaNbHBIX JaHHbBIX.

4.3. OCHOBHBIE HCTOYHUKH YTPO3 HHPOPMAITMOHHOHN 0€30MaCHOCTH Y UPEHKICHUS:
- HEMpeHaMepeHHbIE (OMMOOYHBIC, CITyJYaiiHbIe, 0€3 37I0TO YMBICIIA U KOPBICTHBIX IIEJICH) HApYIICHUS
YCTQHOBIICHHBIX PETJIAMEHTOB cOopa, 00paboTKM M mepenayn MHPOpPMALUHU, a Takke TpeOOBaHUIt
O6esomacHocTH HMH(OpPMALMM U JOpyrue JeHCTBUS TOJb30BaTesned HMHOOPMALMOHHBIX CHCTEM
VYupexxaenus (B TOM 4Yucie paOOTHHUKOB, OTBEUAIOMIMX 3a OOCIY)XKMBAaHHWE M aIMUHUCTPUPOBAHHE
AJIEMEHTOB MH(OPMAIIMOHHBIX CHUCTEM), MPUBOSIIINE K HEMPOU3BOIUTENLHBIM 3aTpaTaM BPEMEHU U
pecypcoB, pasriameHuIo CBEICHUI OTPaHUYEHHOTO PACIPOCTPAHEHHU S, IOTepe LIEHHOW HH(pOopMaLuu
WU HapYIIEHUIO paO0TOCIIOCOOHOCTH AJIEMEHTOB HH(POPMAIIMOHHBIX CHCTEM;



- IpeIHaMepeHHbIe (B KOPBICTHBIX LENSIX, [0 IPUHYKIECHUIO TPEThbUMU JHUIIAMH, CO 3JIbIM YMBICIOM U
T.I.) ACUCTBUS JIETaJIbHO JOMYIIEHHBIX K MH(POPMAIIMOHHBIM pecypcaM YUpekIeHHs IMOJIb30BaTeNeH
(B TOM umcie paOOTHHKOB, OTBEYAIOIIMX 3a OOCIYXHBaHHE M aJIMUHUCTPUPOBAHHE 3JIEMEHTOB
MH(POPMAIIMOHHBIX CHUCTEM), KOTOpPblEe NPHUBOIAT K HENPOU3BOAUTEIBHBIM 3aTparaM BpPEMEHU U
PECYPCOB, pa3rilallieHHI0 CBEACHUIM OTPaHMYEHHOTO PacIpOCTPAHEHHUs, MoTepe IeHHONW MH(pOpMaluu
WX HapyIIECHUIO pab0TOCTIOCOOHOCTH 3IEMEHTOB HH(POPMALIMOHHBIX CHCTEM Y UpEeKICHHUS;

- yJaJeHHOE HECAaHKIHOHHUPOBAHHOE BMEIIATEIHCTBO IMOCTOPOHHUX JIMI] U3 BHEIIHUX CETel 00IIero
HazHaueHus (Ipexze Bcero depe3 cerb VIHTEpHET), yepe3 JerajibHble M HECAHKIIMOHHUPOBAHHBIC
KaHaJIbl MOJKIIOYEHHS K TAKUM CEeTSIM, UCIIOJIb3Ysl HEJJOCTaTKU MPOTOKOJIOB OOMEHA, CPEJCTB 3allUThI
U pa3rpaHUYEHHUs yIaJeHHOIO JOCTYyTa K HH(POPMAIIMOHHBIM pecypcam;

- omMOKH, TOMYIIEHHbIE TPU pa3pabOTKe 3JIEMEHTOB MH()OPMAIMOHHBIX CHCTEM YUPEKICHUS M HX
CHCTEM 3aIlUTHI, OMUOKHA B IPOrPAMMHOM OOECIIeYeHUH, OTKa3bl U COOM TEXHUUYECKHX CPECTB (B TOM
qHcIIe CPEACTB 3alUThl HH)OPMAIIHH);

- TEXHUYECKHE COOU AJIEMEHTOB HH(POPMAIIMOHHBIX CUCTEM.

4.4. Ilytu peanu3auu yrpo3 HHOOPMAIMOHHON O€30MaCHOCTH Y UPEIKICHUS.

4.4.1. Tlyrm peanu3anuy HENPEIHAMEPEHHBIX HMCKYCCTBEHHBIX YIrpo3 HHGOPMAIMOHHOM
0€30MacHOCTH Y UpEIKICHHUS.

PaGotHuku  VYupexneHus, — SBISIOIIMECS  aBTOPU30BAaHHBIMM  CyOBEKTaMH  JOCTyNa
MHPOPMAIIMOHHBIX CHUCTEM, a TakXke pPa0OTHUKH, OOCIYXHBAIOIINE OTIENbHBIC 3JIEMEHTHI
MH(OPMALIMOHHBIX CHUCTEM, SIBIISIOTCA BHYTPEHHUMH MCTOYHHMKAMH CIy4ailHBIX BO3JIEHCTBUM.
OcCHOBHBIE TYTH pealu3alliil HENpPEeJHAMEPEHHBIX HCKYCCTBEHHBIX (CYOBEKTHBHBIX) YIrpo3
nH(popManMoHHON 0Oe30MmacHOCTH YUpexkAeHHs (ISHCTBHsI, COBEPIIAEMBbIC JIOJbMH CIy4alHO, IO
HE3HAHMIO, HEBHUMATEIBHOCTH WIIN XaJIaTHOCTH, U3 JIOOOMBITCTBA, HO 0€3 37I0T0 YMBICTIA):

- HEOCTOPOXKHbIE  JEHCTBUS, MPHUBOJANIME K YAaCTUYHOMY WJIM TOJHOMY HapylIEHUIO
(GYHKIMOHATIBHOCTH JIEMEHTOB MHPOPMALIMOHHBIX CUCTEM Y UPE)KICHHS;

- HEOCTOPOXKHBIE JEHCTBHUS, MNPUBOASAIIME K pasMVlalleHHI0 HHPOpPMAIMH OrpaHUYEHHOIO
pacrpocTpaHeHHs WIH JeNaloline ee 00IeI0CTyIHOM;

- pasriamieHue, Iepefadya Wid yTpaTa aTpuOyTOB pasrpaHUUYeHHUs AocTyna (KJIr4ei (JOTHHOB),
[1apoJiei, KIIFOUEBbIX HOCUTENEH U T. I1.);

- UITHOPUPOBAHKE YCTAHOBJIEHHBIX MPABUII IPpU paboTe ¢ nH(OPMALIMOHHBIMU PECYPCAMU;

- TPOCKTHPOBAHHE aJITOPUTMOB OOpPaOOTKM JaHHBIX, pa3paboTKa MPOrpaMMHOTO OOecreueHHs C
BO3MOXXHOCTSIMH, MPEACTaBISIONIMMHI OMACHOCTh Ui (YHKIIMOHUPOBAHUS HH(GOPMALIMOHHBIX CUCTEM
1 HH(pOPMAITMOHHOW 6€30MaCHOCTH Y UpPEIKICHHUS;

- mepecbuika WH(OpMAIUU MO OMMMOOYHOMY JICKTPOHHOMY ajpecy (YCTPOMCTBA); BBOJ OMHUOOYHBIX
JaHHBIX;

- HEOCTOPOXHAs Mopya HocuTese nupopmanuu;

- HEOCTOPOXKHOE MOBPEKICHNE KaHAJIOB CBS3H;

- HENmpaBOMEpPHOE OTKJIOYEHHE O0O0OpYAOBaHHMS WJIM HU3MEHEHHE PEXKHMOB pPAa0OTHI 3JIEMEHTOB
MH(POPMAIIMOHHBIX CUCTEM;

- 3apakeHHe KOMITbIOTEPOB BUPYCaMH;

- HECAHKIIMOHUPOBAHHBIM 3allyCK TEXHOJIOIMYECKHX MPOTrpaMM, CIIOCOOHBIX BbI3BaTh IOTEPIO
paboTOCITOCOOHOCTH 3JIEMEHTOB MH(POPMAIMOHHBIX CHCTEM WJIM OCYIIECTBIISIIOIINX HEOOpaTHMbIC B
HUX Wu3MeHeHHs ((dopMaTHpOBaHUE WM PECTPYKTYpHU3ALMIO HOCUTENell uHbopMaimu, yaaaeHue
JTAHHBIX );

- HEKOMIIETEHTHOE HUCIIOIb30BaHNE, HACTPOIKA UM HEMPAaBOMEPHOE OTKIIOUEHUE CPEICTB 3alUTHI.

442, TIlytm peanu3anud TNpeIHAMEPEHHBIX  HMCKYCCTBEHHBIX  (CYOBEKTHBHBIX)  yIpo3
MH(POPMAIMOHHOM 0€30MacHOCTH.

OcHOBHbIE BO3MOXHBIE IyTH YMBIIICHHOW J€30praHu3alud paboThl, BBIBOAA DJIEMEHTOB
MHPOPMAIIMOHHBIX CHUCTEM U3 CTPOs, HECAHKIMOHUPOBAHHOTO JocTyma K HHpopmamun (c
KOPBICTHBIMU LEJSIMU, [0 IPUHYXKACHUIO, U3 JKEJTAHUSI OTOMCTHUTH):

- yYMBIIUICHHbIE JCHCTBHSA, NPUBOAALINE K YaCTUYHOMY WJIM  TOJHOMY  HapyLICHHUIO
(G YHKIIMOHATIBHOCTHU AJIEMEHTOB MH(POPMAIIMOHHBIX CUCTEM Y UpEXkACHNUS;



- JIeWCTBUS MO Je30praHu3alu (QYHKIMOHUPOBAHUS HH(OPMALMOHHBIX CHUCTEM YUpPEKICHHUS,
XHMIIEHUE DIIEKTPOHHBIX JOKYMEHTOB M HOcUTeled HH(OpManuu; HECaHKIIMOHHPOBAHHOE
KOIMPOBAHUE AJIEKTPOHHBIX JOKYMEHTOB M HOCUTENEH HHPOpMAIH;

- YMBIIIUICHHOE HCKaKeHNE WH(HOPMAIINHU, BBOJI HEBEPHBIX JTAHHBIX;

- OTKJIIOYEHUE WM BBIBOJ M3 CTPOs MOJCHCTEM oOOecreueHus: (PYyHKIMOHUPOBAHUSA 3JIEMEHTOB
MH(OPMAIIMOHHBIX CHUCTEM (DJICKTPONHUTAHUS, OXJAXKICHUS W BEHTWISAIWH, JIMHUN W amnmapaTypsl
CBSI3H);

- IepexBaT JaHHBIX, IEPEAABAEMBIX 10 KaHaJIaM CBSI3U U UX aHAJIU3;

- HE3aKOHHOE TIOJlydyeHHWe aTpuOyTOB pasrpaHUyeHUs JocTyna (MCIONb3ys XaJaTHOCTh
MOJIh30BATENICH, MyTeM MOICIIKH, ITOI00pa mapoJs);

- HECaHKLMOHMPOBAaHHBIA JOCTYN K pecypcaM HH(POPMALMOHHBIX CHUCTEM C pabouyMx CTaHLUN
aBTOPU30BAaHHBIX CYyOHEKTOB JIOCTYIA;

- XUIICHUE WA BCKPHITHE MU(PPOB KPUNITO3AMUTHI HH()OPMALINH;

- BHEJPEHHUE ammapaTHbIX W MPOTPAMMHBIX 3aKJIAJOK C I€JIbI0 CKPBITHO OCYHIECTBIATH AOCTYI K
MHPOPMAIIMOHHBIM ~ pecypcaM  WIM  JIe30praHu3aluu (YHKIMOHUPOBAHUS  DIIEMEHTOB
MH(OPMALIMOHHBIX CUCTEM Y UPEKICHUS;

- HE3aKOHHOE HCIIOJIb30BaHUE DJIEMEHTOB HMH()OPMAIIMOHHBIX CHUCTEM, Hapyllalollee MpaBa TPEThHX
ALY,

- MPUMEHEHHUE MOACITYIIMBAIOIIUX YCTPOUCTB, (OTO U BHIACO ChEMKa JUIsI HECAHKIMOHUPOBAHHOTO
chema uHpopMaIuu.

4.5. Ilytu peanu3anuy OCHOBHBIX €CTECTBEHHBIX YTP03 HHPOPMALMOHHON 0€30MacHOCTH:

- BBIXOJ W3 CTpOsi 000pymoBaHHUS WH(GOPMAIIMOHHBIX CHUCTEM M OO0OpYJOBaHHS OOECIICUCHHS €ro
(yHKIIMOHUPOBAHUS;

- BBIXOJ] U3 CTPOS WJIK HEBO3MOKHOCTh MCIIOJIb30BAHUS JTUHUM CBSI3U;

- IO’Kapbl U CTUXUIHbIE OEICTBUS.

4.6. Moziesib BO3MOKHBIX HAPYIIUTENCH.

4.6.1. Tunsl HapyIIUATEEH:

C ydeTom KaTeropuu JIHil, MOTUBAIIMH, KBATM(UKALIMY, HATUYUS CIICIIMATIbHBIX CPEJCTB!

HekommneTeHTHBIN (HEBHUMATENbHBIN) IONB30BaTelh — PaOOTHUK VYupexnenus (wiu
MoJIpa3/ielIeHns] BHEITHEW opraHu3aluy, 3aHUMarolencs 00CcayKuBaHuEM MHPOPMAIIMOHHBIX CUCTEM
VYupexenus), NpeInIpUHUMAIONIMNA TOMNBITKA BBIMOJHEHUS 3alpElICHHBIX JEHCTBUM, AOCTyma K
3alUIIaeMbIM pecypcaM HH(OPMAIIMOHHBIX CHUCTEM C TMPEBBIIIEHHEM CBOUX MOJHOMOYMMN, BBOJA
HEKOPPEKTHBIX JaHHBIX, HAPYIICHUS TPABWI U PEriiaMeHTOB PabOTHl ¢ MH(OpMAIHEH, TeHCTBYS 1O
olmnOKe, HEKOMIETEHTHOCTH WM XaJaTHOCTH 0€3 yMbICIa M HCHOJB3YIOUIMI MPH 3TOM TOJIBKO
LITaTHBIE CPE/ICTBA;

Jlrobutens — pabOTHUK Yupexxnenus (Mad  TOApA3ACNICHUs BHEIIHEH OpraHu3allvu,
3aHUMAIOIIEHCs 00CTyKMBaHUEM MH()OPMAIIMOHHBIX CUCTEM YUpPEXKACHUS ), IBITAIOMIUNACS HAPYIIUTh
CUCTEMY 3alIUThl 0€3 KOPHICTHBIX LIEJEH, yMBICIIA UM JIJIs1 CAMOYTBEPKICHHUS.

[Ipu >TOM HCTIONB3YIOTCS PA3IMYHBIE METO/BI MTOYYEHUS TONOJHUTENBHBIX OJTHOMOYNN 1OCTyIa
K pecypcaM, HEJIOCTaTKH B IMOCTPOCHHHM CHUCTEMbl 3aIIMTHI U JOCTYIHBIE €My IUTaTHbIE CpPEACTBa
(HECaHKIIMOHUPOBAHHBIE IEHCTBUS IIOCPEACTBOM IPEBBIIIEHNS CBOMX ITOJTHOMOUYHNI Ha MCIIOJIb30BaHHE
paspellieHHbIX CpEACTB), HEIITaTHblE MHCTPYMEHTAJbHbIE W TEXHOJOTMYECKHE MPOrpaMMHbIE
CpeACTBa, CAMOCTOSITEIBHO pa3pabOTaHHbIE MPOrpaMMbl MM CTAaHAAPTHBIC JIOTIOJHUTEIILHBIC
TEXHUYECKHE CPEJICTBA.

BHyTpeHHuii (BHEUIHMIA) 3JI0YMBIIUIEHHUK - aBTOPH30BAHHBIA CYOBEKT AOCTyma (MOCTOpPOHHEE
JUI0) NEeHCTBYIOIIUN IIeJIeHanpaBieHHO (B TOM YHWCJIE B CTOBOpPE C JIMIAMH, HE SBISIOLIUMUCS
pabotHukamu Yupexxaenus). [Ipr 3ToM HCHONB3YIOTCS METOBI M CPEICTBA B3JIOMA CHCTEMBI 3alIHUTHI,
BKJIIOYasl areHTYpHbIE METO/Ibl, TACCUBHBIE CPEJCTBa (TEXHUYECKHE CPEICTBA MepexBara), METOIbl U
CpeAcTBa aKTHMBHOTO BO3JEHCTBUA (MOAM(UKALMS TEXHUUYECKUX CPEICTB, MOIKIIOUEHHE K KaHaiaM
nepenayd JIaHHBIX, BHEAPEHUE NPOrPAaMMHBIX 3aKJIAaJOK M  HCIOJNb30BaHHE CIEHUATbHBIX
WHCTPYMEHTAIIBHBIX W TEXHOJIOTUYECKUX IMPOrpaMM), a TakKe KOMOWHAIMK BO3ACHCTBHIA, Kak
U3HYTPU, TaK ¥ U3BHE YUPEKICHUS.

4.6.2. BHyTpeHHUE HApyLLINTENN:



BHyTpeHHUM HapymuTeneM MOXeT ObITh JIMIO W3 CIEAYIOIUX KaTeropuid pabOTHUKOB
YupexneHus:
- 3apEeTUCTPUPOBAHHBIC TIOJB30BATEIM M TEPCOHAJ, OOCIYXHMBAIOIIMA TEXHUYECKHE CpEeACTBa
MH(OPMAIIMOHHBIX CHCTEM Y UPEKICHUS;
- pabOTHUKHU, B TOM YHUCJI€ PYKOBOAUTEIH, HE ABIISIOLIUECS 3aPETUCTPUPOBAHHBIMU MOJIB30BATEISIMU U
HE JOMYIICHHbIE K WH(POPMAIMOHHBIM pecypcaM YUpeKIeHUs, HO UMEIONINe IOCTYN B 3JIaHUS H
MTOMEILIEHUS;
- paOGOTHUKH, B TOM YHCJIE€ PYKOBOAMTENH, 3a/ICHCTBOBAHHBIC B Pa3padOTKE W COIMPOBOXKICHUU
MIPOTrPaMMHOTO 00€CTICUCHHSI.

4.6.3. BHeninue HapyIuTenu:

BremnuM HapymuTeneM MOKeT OBITh JIUIIO U3 CICAYIOMUX KaTeTOPU:
- paboTHUKN YUpEeKIeHUs, C KOTOPBIMHU MIPEKpaIIeH (pacTOPTHYT) TPYAOBOM JOTOBOD;
- TPEJCTAaBUTENIM BHEIIHUX OpraHU3allfii, 3aHMMAIOUIMXCS pa3pabOTKOHM, MOCTAaBKOH, PEMOHTOM U
o0CITy>)KMBaHUEM AJIIEMEHTOB MH(OPMAITMOHHBIX CUCTEM;
- YJICHBI MPECTYIHBIX OpraHU3alUi WU JIUIIA, JCUCTBYIOIIHE 110 MX 33JaHUIO;
- TU1A, CIy4yaifHO UM YMBIIIJIEHHO MPOHUKILIUE B JIOKAJIbHYIO BHIYUCIUTEIBHYIO CETh Y UPEXKICHUS U3
BHEIIHUX TEJIEKOMMYHHMKAIMOHHBIX CETEN (XaKephl);
- aJIMUHUCTPATOPhl aBTOMATU3HPOBAHHBIX CUCTEM YUpPEKACHHS, UMEIOIINEe HEOTPaHUUYEHHBIH JOCTYI
K uH(pOpPMAIMOHHBIM pecypcaM KOMIIOHEHTOB KOPIMOPATHMBHONW WH(POPMAIMOHHONH CHCTEMBI.
AJMUHHUCTPATOPhl aBTOMATHU3WPOBAHHBIX CHCTEM MOTYT OTHOCHTHCS KaK K BHEIIHHUM, Tak U K
BHYTPEHHUM HapPYIIUTEISIM.

4.7. Yrteuka wuHpOpMAIMK IO TEXHWUYECKUM KaHaiaMm [lpu mnpoBeneHWH MEpONpHUATHH U
AKCIUTyaTallui TEXHHYECKUX CPEJICTB YCTAHABIMBAIOTCS CICAYIONINE KaHAIbl YTEUKU WM HAPYIICHHS
LIEJIOCTHOCTH MH(OpMaIU, HApyIIeHUsT pabOTOCITIOCOOHOCTH TEXHUUECKUX CPEICTB:

- TOOOYHBIC SJCKTPOMATHUTHBIE W3Ty4eHHS WH(GOPMATUBHOTO CUTHAlJa OT TEXHHUYECKHUX CPEIICTB
YupexaeHnus u TUHUHN niepenadu nHhopMaIum;

- HaBOJKH WH(MOPMATUBHOTO CUTHANA, 00pabaThIBAEMOr0 TEXHUYECKUMHU CPEACTBAMH JIOKAJTHHOM
BBIYHCIIUTENbHOM ceT Yupek/IeHus, Ha MPOBO/Ia U JINHUH, BBIXOAIIUE 32 MPEeNIbl KOHTPOIUPYEMO
30HBI YUPEKACHHUS, B T.4. Ha IIETIH 3a3€MJICHUS U DJIEKTPOIUTAHUS;

- DJIEKTPUYECKUE CHUTHAIbl WM PAaJUOU3NTY4YCHUs, OOYCIOBJICHHBIE BO3JECWCTBUEM Ha CpEACTBa
nepenayn MHPOPMAIUH BHICOKOYACTOTHBIX CUTHAJIOB, CO3/]aBAEMBIX C MOMOIIBIO Pa3BEbIBATEIHLHOM
anmapatypsl, o 3QUpy U NpoBoOJaM, JUOO0 CUTHAJIOB MPOMBIIIJICHHBIX PAIMOTEXHUYECKUX YCTPONUCTB
(paguoBemaTeNnbHbIC, PAIUOIOKAIIMOHHBIC CTAHIIUU, CPEJCTBA PAAUOCBS3H H T.I1.), U MOIYJISIIUEH HX
MH(OPMATUBHBIM CUTHAJIOM;

- aKyCTHUYeCKoe H3JIydeHHe WH(POPMATUBHOTO PEYEBOTr0 CHTHAlA WIM CUTHAla, OOYCIOBICHHOTO
(G YHKIIMOHUPOBAHUEM TEXHUYECKUX CPENICTB 00pabOTKU HH(POpMaIINH;

- SJIEKTPUYECKHUE CUTHAJIbI, BOSHHUKAIOIINE IMOCPEICTBOM MpeoOpa3zoBaHus MHPOPMATUBHOTO CHTHAIIA
M3 aKyCTHYECKOTO B AJIEKTPUYCCKUU 3a cueT MUKPO(OHHOTO 3((deKrTa U pachpoCTpaHSIONUecs Mo
MIPOBOJAM U JIMHHSIM Mepeaaudl HHPOpMAIIH;

- BUOpAIMOHHBIE CUTHAJIBI, BO3HUKAIOUIUE TIOCPEJICTBOM TpeoOpa3oBaHusi HHGOPMATHBHOTO
aKyCTHMYECKOTO CHUTHAalla TpPH BO3JCWCTBUM €r0 Ha CTPOUTEIbHBIE KOHCTPYKIIMU W WHKEHEPHO-
TEXHUYECKHEe KOMMYHHUKAIIUU BBIJICJICHHBIX TOMEIIEHUH;

- BO3JICHCTBHE HAa TEXHUYECKHE WM IMPOTPAMMHBIC CpPEACTBA B LEISAX HAPYIIECHUS LEIOCTHOCTU
(YHUYTOXXEHHS, WCKaXEHHUs) WHOOpMAIU, pPabOTOCIIOCOOHOCTH TEXHUYECKHUX CPEICTB, CPEICTB
3amuUTel UHQOpPMAIMK, aTPECHOCTH M CBOCBPEMEHHOCTH HH(OPMAIIMOHHOTO OOMEHAa, B TOM YHCIE
AJIIEKTPOMAarHuTHOE, 4Yepe3 CIEHUalbHO BHEAPEHHBbIE OJIIEKTPOHHBIE M TPOTrpaMMHBIE CpEACTBa
(«3akmagKu»);

- mepexBaT MH(POpPMAIMK WK BO3EHCTBUE HA HEE C HUCIOJIb30BAHMEM TEXHUYECKHUX CPEJICTB MOXKET
BECTHCh HENOCPEICTBEHHO M3 3[aHUH, PaCIOJI0KEHHBIX B HETIOCPEACTBEHHON OIM30CTH OT O0BEKTa,
MECT BPEMEHHOI'0 NMpeObIBaHUS, 3aMHTEPECOBAHHBIX B IepexBaTe MH()OpPMALMKU WU BO3ICHCTBUM Ha
Hee JUI] MPH TOCCHICHUH WUMU YUPEKICHHS, a TaKXKE C IMOMOIIBI0 CKPBITHO YCTaHABIHUBAEMOM
ABTOHOMHOW aBTOMaTHYECKOM almaparyphl.



V. OcHOBHbIE IPUHIUIBI MOCTPOCHUS CHCTEMbI 3aIIUTHI HHPOPMALIMH.

[MocTpoenne cucteMbl 3amUThl WHGOPMANUMK YUpPexkICHUS U €€ (PYHKIMOHUPOBAHUE JOJKHBI
OCYILIECTBIISITHCS B COOTBETCTBUH CO CIIECAYIOIIMMU OCHOBHBIMH MPUHIIUITAMHU:

5.1. 3aKOHHOCTSb.

[Ipenmonaraer OCYIIECTBICHHE 3allUTHBIX MEPONPHUATHI M pPa3padOTKy CHUCTEMBbl 3alllUThI
uHpopManuu YUpEeKJCHUs B COOTBETCTBUU C JCHCTBYIOIIUM 3aKOHOJATEIbCTBOM B 00JacTu
uHpopmanuy, UHGOpMATU3AMK U 3aIIUTHI UH(GOPMAIUH, a TaKKe APYTUX HOPMATHUBHBIX aKTOB IO
nH(OPMAIIMOHHON OE30MaCHOCTH, YTBEPKICHHBIX OpraHaMy roCYAapCTBEHHOU BIIACTH.

[Tpunsitele Mepbl HHPOPMAIIMOHHON OE€30MACHOCTH HE JIOJDKHBI TMPENATCTBOBATH JOCTYIY
MIPABOOXPAHUTEIILHBIX OpPraHOB B MPEAYCMOTPEHHBIX 3aKOHOMATENBCTBOM CIIydasx K pecypcam
KOHKPETHBIX MH(POPMAIIMOHHBIX cUcTeM. Bee nmonp3oBateny nHOOPMALIMOHHBIX CUCTEM Y UpexkKICHUS
JOJKHBI UMETh MPEACTABICHHE 00 OTBETCTBEHHOCTH 32 MTPABOHAPYIIEHHS B 00J1aCTH HHPOPMAITHH.

5.2. CUCTEMHOCTS.

CHCTEeMHBIH TOIXO] K MOCTPOSHUIO CHCTEMBI 3alIUThl HTHPOPMAITUHN B YUPEKICHUH MPEATIOIaracT
y4eT BCEX B3aMMOCBS3aHHBIX, B3aUMOJACHCTBYIOUIMX W H3MEHSIOIIMXCS BO BPEMEHHU 3JIEMEHTOB,
yclioBUd W (GAKTOpOB, 3HAYMMBIX [JJIs TIOHMMaHUsS U pEHIeHUS TNpoOJeMbl obecredeHus
nH(popManoHHON OezonmacHocTH YupexaeHus. [Ipu co3gaHuM CUCTEMbI 3alUThl YUUTHIBAIOTCS BCE
cnabple ¥ HauOoJee ys3BUMBbIE MecTa MH(QOPMALMOHHBIX CUCTEM YUPEXKICHHS, a TAKXKe XapakrTep,
BO3MOXXHbIE OOBEKTHl M HaNpaBlieHUs arak Ha HeE CO CTOPOHbl HapyHIMTeneH, MyTu
HECaHKIMOHHPOBAHHOTO NOCTyna K uHpopMmaruu. CucreMa 3amuThl TOKHA CTPOUTHCS C YUETOM
BO3MO>XHOCTH TOSIBJICHUS IPUHIUITHATBHO HOBBIX ITyTEeH peain3aluu yrpo3 0e30MacHOCTH.

5.3. KoMIII€KCHOCTB.

KommiekcHOoe HCMoNb30BaHME METOAOB M CPEACTB  3allUThl HMH(DOPMAIMOHHBIX CHUCTEM
MPEIIoJIaraeT COrJIaCOBAaHHOE NMPUMEHEHHE MPOrPAMMHBIX U TEXHUYECKUX CPEJICTB MPH MOCTPOSHUHN
LEJIOCTHOM CUCTEMBI 3alllUThI, EPEKPHIBAIOIICH BCe 3HAUMMBbIE KaHANbl peau3aliy yrpo3. 3ammra
JOJDKHA CTPOWTHCS DIICTOHUPOBAHO. BHEWIHSs 3ammra JODKHA 00€CTeYuBaThCS (PHU3NIECKIMU
CpeICTBaMH, OPraHU3alMOHHBIMU U MIPABOBBIMU MEPaMH.

5.4. HenpepbIBHOCTH 3aILUTHI.

Jns  olecnedeHus  3TOro  MNpUHIMNA  HeoOXoauMma  IMOCTOSHHAs  OpraHuM3alllMOHHAas
(amMUHUCTpATHUBHAS) TMOJICPKKA (CBOCBPEMEHHAss CMEHAa U OOECIieUeHUE MPABUIHLHOTO XPAHEHUS U
MPUMEHEHUST MMEH, Tapojied, kimoued mmdpoBaHus, nepepacupeneiacHue nojanomounii). [lopsmok
MOJTy4eHUs JOCTYMa K HHPOPMAIIMOHHBIM pecypcaM periiaMeHTupyercs: B UHCTpyKIIMU MOJIb30BaTeNs,
OCYILIECTBIISIONIETO 00Pa0OTKY MEPCOHATBHBIX TAHHBIX HAa 00BEKTaX BBIUMCIUTEIbHON TEXHUKH.

5.5. CBOEBpEMEHHOCTb.

[Ipeamonaraercst ynpexaaromuid XapakTep Mep odecriedueHus HHGOPMAIMOHHONW 0€301MacHOCTH, TO
€CTh IMOCTaHOBKa 3aJad MO KOMIUIEKCHOW 3amuTe MH(pOpManuu W peanu3anus Mep oOecredeHus
0e3omacHOCTH MH(POPMAIIUK HAa PaHHUX CTaIUsAX pa3paOOoTKu WH(OPMAIMOHHBIX CUCTeM. PazpaboTka
CHCTEMBI 3aIIUTHl BEJETCA NapajjieNIbHO ¢ pa3paboTKOW M pa3BUTHEM CaMOM MOJIEKAIIeH 3aluTe
MH(pOPMAIIMOHHON CUCTEMBI.

5.6. [IpeeMCTBEHHOCTD U COBEPILIEHCTBOBAHUE.

[Ipenmnosiaraer MOCTOSHHOE COBEPILICHCTBOBAHUE MEP M CPEJACTB 3alUThl HH(OPMALMKU Ha OCHOBE
MPEEMCTBEHHOCTH OpPTraHU3allMOHHBIX W TEXHUYECKUX pEIIeHUH, KaJIpOBOTO COCTaBa, aHallu3a
(GyHKIIMOHUPOBaHUS WH(OOPMALIMOHHBIX CUCTEM YUPEKICHUS U CUCTEM MH(OPMALMOHHON 3aIUTHI C
y4eTOM M3MEHEHUI B METOJaxX W CPEJCTBaxX repexnara MH(OpMAIUKU, HOPMATUBHBIX TPEOOBAHMIA 11O
3aIUTe, JOCTUTHYTOTO OTEYECTBEHHOTO U 3apyOeKHOTO OMBITA B ATON 00JIaCTH.

5.7. IlepcoHanbHast OTBETCTBEHHOCTb.

[Ipeamonaraer BO370KEHHE OTBETCTBEHHOCTH 3a olecrieueHrne MH(POPMAIMOHHON 0€30macHOCTH
Ha KaXJ0ro pabdOTHHMKAa B Tpeleiax ero IOJHOMOYWH. B COOTBETCTBHM C 3TUM NPUHIIUTIOM
pacrpeiesieHre MMpaB U 00513aHHOCTEH PaOOTHUKOB CTPOUTCS TaKMM 00pa3oM, 4TOOBI B CiTydae JIF0O0ro
HApYIICHUS KPYT BUHOBHUKOB OBLIT U€TKO M3BECTEH HIIM CBEJICH K MUHUMYMY.

5.8. MuHuMU3aMsa NOJTHOMOYHM.

[Ipenmnonaraer npeaoCTaBiICHUE MOIH30BATENIIM MUHUMAIBHBIX MPAB JOCTYMAa B COOTBETCTBHH CO
ciy)keOHOM HeoOxoaumocThio. JlocTyn kK MHGpOpManuu TOJKEH MNPEIOCTaBISATHCS TOJBKO B TOM



ciydae U o00bEME, ecau 3TO HeoOXOAMMO pPAOOTHUKY Ui BBIIOJHEHHUS €ro JIOJKHOCTHBIX
00s13aHHOCTEH.

5.9. I'nbkocTh cucTeMbl HHGHOPMAITMOHHON O€30MacHOCTH.

[Ipennonaraer cnocoOHOCTh CUCTEMbl HH(POPMAIIMOHHOM O€30IacHOCTH pearupoBaTh Ha
W3MEHEHUSI BHEUTHEW CPEIbl U YCIOBUM OCYIIECTBICHUSI Y UPEKIECHUEM CBOEH NIEATENbHOCTH. B uncio
TaKUX U3MEHEHHI BXOJIIT:

- I3MEHEHHUS] OPTaHW3alMOHHON U IITATHOW CTPYKTYPBI Y UpEeKICHUS;
- I3MEHEHHE CYIIECTBYIOIINX UM BHEJPEHUE MPUHIUITHAIBFHO HOBBIX HH(POPMALIMOHHBIX CUCTEM;
- BBOJ| B OKCIUTyaTalllI0 HOBBIX TEXHUYECKUX CPECTB.

5.10. IIpocToTa mpUMEHEHUSI CPEICTB 3ALIUTHI.

MexaHu3Mbl U METOJbl CHUCTEMbI 3aIUTHl MH(OPMAIMH JOJDKHBI OBITh MOHSITHBI U TPOCTHI B
ucnoyib3oBaHuu. [IprMeHeHne cpeicTB U METOAOB 3alllUThl HE CBSI3aHO CO 3HAHMEM CIIELHATIbHBIX
S3BIKOB WJIM C BBIMOJIHEHUEM JCUCTBHM, TPEOYIOMINX 3HAYUTENbHBIX TOMOJHUTEIBHBIX TPYyA03aTpar
pu OOBIYHOM paboTe 3aperuCTPUPOBAHHBIX IOJIb30BATENCH, a Takke HE TpeOyeT OT MOJIb30BaTelNs
BBITTOJIHEHUS] MAJIOMIOHATHBIX MY OTIepalui.

5.11. OG0CHOBaHHOCTh M TEXHUUYECKAS PEaTU3yEMOCTb.

[Ipennonaraer, 4to WHGOPMAIMOHHBIE TEXHOJOTHH, TEXHHYECKHE W MPOTrpaMMHBIE CPEICTBA,
CpeICTBAa M MEphl 3alllUThl MH(OpPMALMKU pealn3ylOTCs Ha COBPEMEHHOM TEXHMYECKOM YPOBHE U
00OCHOBAHbI I JOCTH)KEHHUS 33JaHHOTO YPOBHS 0€30MacHOCTH HMH(OpMAIMM U 3KOHOMHYECKON
1[e1eco00pa3HOCTH, a TakKKe€ COOTBETCTBYIOT YCTAHOBJICHHBIM HOpMaM U TpeOOBaHHUSAM IO
6e30macHOCTH HHPOPMALIUH.

5.12. Cnenmanu3zanus 1 mpodheCcCUuOHATI3M.

[Ipennonaraer mpuBiedeHHEe K pa3pabOTKe CPEACTB M pEAIM3alUd Mep 3alluThl HH()OpMaIUu
CHeIHaTIM3UPOBAHHBIX OpPraHU3alMii, HanboJee MOArOTOBIEHHBIX K KOHKPETHOMY BHUJY €SATE€IbHOCTU
no obecneueHuno 6€30MacHOCTH HHPOPMALMOHHBIX PECYPCOB, HMEIOLIUX OIBIT MPAKTUYECKON PabOThI
U TOCYJAapCTBEHHYIO JIMIIEH3MIO Ha TMpaBO OKa3aHWd YyCIyr B O3ToM obmactu. Peanuzanus
aJIMUHUCTPATUBHBIX MEp W JKCIUTyaTalusl CpPEACTB 3alllUThl OCYILECTBIIAETCS NPO(PEeCcCHOHATHHO
MOJATOTOBJICHHBIMU CHEIMATUCTAMHU 3aIUThHI HH(QOpMaLUU YUpexKIeHuUs.

5.13. O6s3aTeNbHOCTD KOHTPOJISL.

[Ipenmonaraer 00s13aTENBHOCT, M CBOEBPEMEHHOCTb BBISBJICHHUS W MPECEYEHHs] TOMBITOK
HapyLIEHHUs YCTaHOBJICHHBIX MPAaBUI obecnedueHus 0€30MacHOCTH HH(POPMAITIH.

KoHTposb 3a 1eATenbHOCThIO 0000 MOJIb30BaTENsl, KaXKI0T0 CPEACTBA 3allUThl U B OTHOUICHUH
06010 00BEKTa 3aLIUTHI OCYILECTBIICTCS HA OCHOBE MPUMEHEHHSI CPECTB ONEPATUBHOTO KOHTPOJIS
U PETUCTpAallMd U OXBaThIBa€T CaHKIMOHUPOBAHHbIE U HECAHKUHMOHUPOBAaHHBbIE JCHCTBUS
nojb30oBaTeeil. BpigBieHHbIE pabOTHUKAMHM  YUpEXKACHUS  HEIOCTaTKH  CHCTEMBbl  3aIlUTHI
nH(pOpMalUK JOBOJATCS 10 CBEACHHUS HEMOCPEACTBEHHOrOo pykoBoauTens. O CyIIeCTBEHHBIX
HE/IOCTAaTKaX COOOIAETCS PYKOBOJUTEIIO Y UPExkKICHUS.

VI. Mepsl, MeToabI B cpecTBa obecniedeHns HHPOPMAIIMOHHOI 0e30aACHOCTH.

6.1. Mepsl obecnieuenust HHGHOPMAIMOHHON OE30ITaCHOCTH.

6.1.1. 3akoHomaTenbHBIC (MPABOBBIE) MEphl OOecredeHuss MWHPOPMAIMOHHONW 0€30MacHOCTH K
IPaBOBBIM MepaM oOecreueHuss HH(POPMALMOHHON O0€30MacHOCTH OTHOCATCS JCHCTBYIOIIUE B
Poccuiickoit ®enepani  3aKOHOJATENbHBIE M WHBIE HOPMATHBHBIE AaKThl, PETJIAMEHTHUPYIOIINE
mpaBujia oOpaimieHus ¢ WHPOpMAlMEH, 3aKpeIUIfiore TpaBa HW  O0S3aHHOCTH YYaCTHHKOB
MHPOPMAIIMOHHBIX OTHOIIEHUH B Tmporecce ee o00paboTKM ¥ HUCMONb30BaHUS, a TaKKe
YCTaHABIIMBAIOIIME OTBETCTBEHHOCTh 3a HapylIeHUs 3TuxX mnpaBui. [IpaBoBbie Mepbl obecrieueHUs
MHPOPMAIIMOHHON 0Ee30MacHOCTH HOCAT YHPEXKIAIOMIMNA, MPOPUIAKTHUECKUI XapakTep U TpeOyroT
MOCTOSIHHOM  Pa3bsICHUTENIbHOM pPa0OThl € TOJB30BAaTESIMM U OOCIY>KHMBAIOIIUM TEPCOHAIOM
MH(POPMAIIMOHHBIX CUCTEM Y UpEXKICHUS.

6.1.2. TexHosornueckue Mepbl odecrieueHus HHHOPMAITMOHHONW 0€30MacHOCTH K JTAHHOMY BHUIY
Mep olecriedyeHuss WHPOPMALMOHHON O€30MacCHOCTH OTHOCSTCS TEXHOJOTHUECKUE peIleHUs u
MpUEMbl, HAINpaBJICHHbIE HAa YMEHbBIIEHHWE BO3MOXHOCTH COBEpILIECHUS pPAOOTHUKAMU OLIMOOK H
HapYyLICHUH B paMKax MPeI0CTABICHHBIX UM IIPaB U OJTHOMOYHA.



6.1.3. OpranuzanoHHble (aAMUHUCTPATUBHBIE) Mepbl oOecmedeHuss HH(POPMAIMOHHOM
0€30MacHOCTH.

Opraau3andoHHbIe (aAMUHUCTPATUBHBIC) MEPHI oO0ecriedeHus: HHPOPMAIIMOHHON 0€30MacHOCTH —
3TO  Mephl OPraHU3aIMOHHOIO XapaKTepa, PErJaMEHTHUPYIOIIUE MPOLecChl (HYHKIIMOHUPOBAHUS
CUCTEMBI O0pabOTKH JaHHBIX, HCIOJIb30BAaHUE €€ PECYpPCOB, JACITEIBHOCTh OOCITYKHUBAIOIIETO
NepcoHaja, a TaKke MOPsI0K B3aUMOCHCTBUS MOJIb30BaTeNECH ¢ CUCTEMO TakuM 00pa3oM, 4TOOBI B
HauOOJIbIICH CTENEHH 3aTPYAHUTH WM UCKIIOYUTH BO3MOXKHOCTH peallu3alliil yrpo3 0e30macHOCTH
WIN CHU3UTH pa3Mep MOTeph B Ciiydae Ux peanusanuu. OpraHu3aliOHHBIMU (aIMUHUCTPATUBHBIMH )
Mepamu obecrieueHuss THPOPMAIIMOHHON O€30MaCHOCTH SIBJISIOTCSI:

- periaMeHTanus J0CTyIa B 31aHUE Y UPEKICHHIS,

- periaMeHTanus J0nycka pabOTHUKOB K MCIIOJIB30BAHMIO HH(POPMALIMOHHBIX PECYPCOB;

- aHaM3 TPeOOBAHWH K DIIEMEHTaM CHCTEMBI Ha OCHOBE 3asBOK IOJIb30BaTElCl HAa 0OCITY)KUBAHHE U
MOAU(PHUKAINIO aNMapaTHBIX U MPOTPAMMHBIX PECYPCOB;

- obecnieyeHHMe M KOHTPOJIh (DU3MYECKON IIEIOCTHOCTH (HEM3MEHHOCTH KOH(MUTypaluu) CpPeAcCTB
BBIYHCIUTENLHON TEXHUKY;

- o0y4JeHHUe MOTb30BaTENIEH; ACATEIHHOCTD 10 00ecTeueHnI0 HHPOPMAIIMOHHONW O€30ITaCHOCTH;

- ycrmoBus  00pabOTKM  HMH(OPMAIMOHHBIX  PECypcOB  KOH(MICHIMAIBHOTO  XapakTepa,
OTBETCTBEHHOCTh 3a HAapYIICHUS YCTAHOBJICHHOTO TIOPSIKA IIOJIb30BaHHUS HH()OPMAIMOHHBIMHU
pecypcamu YUpexKIeHHUs.

6.1.4. ®usnveckue Mepsl odecrieueHust HHPOPMAITMOHHONW O€30MaCHOCTH.

dusnueckue Mepsl obecrieueHus MHPOPMALMOHHOM 0€30MacHOCTH OCHOBAHbI HAa NPHUMEHEHUH
MEXaHUYECKHUX,  OJCKTPOHHBIX WM  DJIEKTPOHHO-MEXAaHHYECKHUX  YCTPOWCTB,  CIEIHAIBHO
MpeIHA3HAYCHHBIX JUISI CO3MaHUs (U3MUYECKUX MPETSITCTBUIA HAa BO3MOXKHBIX MYTSAX MPOHUKHOBEHUS U
JOCTyIa TMOTCHIMANBHBIX HAPYIIMTENEeH K 3JIeMEHTaM HH()OPMAIMOHHBIX CHUCTEM W 3allUIIaeMOn
uHpOopMaLUu.

6.1.5. Texaudeckue Mepsl obecrnieueHusi THHOPMAITMOHHONW 0€301TaCHOCTH.

TexHnuueckue (anmmapaTHO-IPOrpaMMHBIE) MEpbl oOecreyeHus MH(POPMAIMOHHOW 0e30MacHOCTH
OCHOBAHBI Ha HCIIOJIb30BAaHUH AJIEKTPOHHBIX YCTPONCTB M CIIEIUATBHBIX MPOTPAMM H BBITIOTHSIONINX
(caMOCTOSITETPHO WIJIM B KOMIUIEKCE C JAPYTHMMH CpeICTBaMM) (PYHKIMM 3alUTHl (MASHTU(UKALUIO U
ayTeHTU(DHUKALMIO TI0JIb30BATENICH, pa3rpaHHUYEHHE JOCTYIIa K pecypcaM, PErHCTPalUi0 COOBITHH,
KpUNTOTpapuuecKoe 3aKphITHE HH(OPMALHH).

VII. OcobennocTn 00padoTkn uHGopMannu, cofepkaiieil nepcoHalbHbIe JaHHbIE.

7.1. Bce nmepcoHanpHbIE JaHHBIE CYObEKTa YUPEkICHUS CIeAyeT MOoay4yaTh y Hero caMoro (st
oOyJaronuxcsi YUpexJIeHUss OT POJIUTENEH — 3aKOHHBIX TMpeactaBuTeneil). Eciam mepcoHanmbHbIE
JaHHBIE BO3MOXXHO TIIOJIyYUTh TOJIBKO Y TPETbeH CTOPOHBI, TO CYOBEKT NEpPCOHANBHBIX JIAHHBIX
JIOJKEeH OBITh YBEIOMIIEH 00 3TOM 3apaHee U OT HETO JOJIKHO OBITh MOTYyYEHO MUCbMEHHOE COTJIacHe.

JloIKHOCTHOE JTUIO YUPEXKICHUS JOKHO COOOLTUTh CyOBEKTY MEPCOHANBHBIX IaHHBIX O LIEJX,
MpeoyiaraeMblX HCTOYHHUKAX U COoco0ax MOJIydeHHsl IEPCOHAIBHBIX JaHHBIX, a TAKXKE O XapaKkTepe
nozanexamux nosydenuto [1/] u nocneacTBusx oTkasa 1aTh NMCbMEHHOE COTJIACUE HA UX MOJIYUYEHHE.

7.2. YupexaeHue He MMEET MpaBa MOJydaThb M 00pabaThiBaTh JaHHBIE CyOBEKTa MEPCOHATBHBIX
JAHHBIX O €r0 PacoBOM, HALIMOHAJILHOM NMPUHAIJIEKHOCTH, TOJIUTUYECKUX B3IJIA1aX, PEIUTHO3HBIX
win puitocoekux yoex AeHUIX, COCTOSIHUM 310POBbsI, YACTHOM XKM3HH. B cilyuasx, HemocpeacTBEHHO
CBSI3aHHBIX C BOIIPOCAMU TPYAOBBIX OTHOLIEHUM, B COOTBETCTBUU €O CT. 24 Konctutyruu Poccuiickoit
@enepanuu paboToaareb BIpaBe ModydaTh U 00padaThIBaTh JaHHBIE O YAaCTHOM >KU3HM pabOTHUKA
TOJIBKO C €r0 MUCBMEHHOI'O COTJIACHs.

7.3. CyOBeKT MepcOoHaJIbHBIX JaHHBIX CAMOCTOSITEIFHO NMPHUHUMAET PEIICHUE O MPeI0CTaBICHUN
CBOMX MEPCOHAIBHBIX JaHHBIX U AA€T coriacue Ha UX 00paboTKy.

7.4. OOpaboTka yKa3aHHBIX JaHHBIX BO3MOXKHAa 0€3 €ro corjacusi B COOTBETCTBHH CO CT.O
®enepanbHbiM 3akOHOM OT 27.07.2006 Nel152 «O nepcoHanbHBIX JaHHBIX.

7.5. Cornacue Ha 00pabOTKY MEPCOHAIBHBIX TaHHBIX O(opMIIsieTcs B MUCbMEHHOM BHJIE.

7.6. IlucbMeHHOE coriacue Ha OOpaOOTKY CBOMX MEPCOHANbHBIX JAHHBIX JIOJDKHO BKJIIOYATh B
ceOst:



- (amunuio, UM, OTYECTBO, aIpec CyObEeKTa MEPCOHAIBHBIX JAHHBIX, HOMEP OCHOBHOTO JIOKYMEHTA,
YAOCTOBCPAIOUICTO €TI0 JINYHOCTh, CBCACHHA O AATC BblAAYW YKA3aHHOT'O JOKYMCHTA W BBIAABIICM €TO
opraHe; HauMeHOBaHME ((aMHIMIO, UMs, OTYECTBO) M aJpec omepaTopa, MOJYdYarolIero COryiache
CY6’beKTa MNEPCOHAJIBHBIX JaHHBIX; LCJIb O6p360TKI/I NEPCOHANIBHBIX JaHHBIX; ICPCUCHb ICPCOHAJIBHBIX
JaHHBIX, HA 00pabOTKYy KOTOPBIX HAeTCsl corjiache CyObeKTa MEePCOHANBHBIX JAaHHBIX; IEpEeyYeHb
NEUCTBUI C MEpPCOHANBHBIX JAHHBIX, HA COBEPIICHHE KOTOPHIX NAeTCs COrJiache, O0IIee ONMMCaHHe
HCIOJIb3YEMBIX OMEePaTOPOM CHOCOO0B 00padOTKH MEPCOHANBHBIX JaHHBIX; CPOK, B TEUEHUE KOTOPOTO
JEHCTBYET COoTIacue, a TAKKe MOPSIOK €ro OT3hIBA.

7.7. Cormacue Ha 00paOOTKY NEPCOHAIBHBIX JaHHBIX MOXXET OBITh OTO3BaHO CYOBEKTOM
MEePCOHANBHBIX JAHHBIX I10 MUCHbMEHHOMY 3alpoCcy Ha UMsI TUPEKTopa Y UpeskIeHHS.

7.8. CyOBeKT nepcoHaNbHBIX JaHHBIX HMEET IPaBO Ha MOJIyuyeHHE CIIeayIoei nHhopMarmu:

- CBEJICHUS O JINLAX, KOTOPhIE UMEIOT JOCTYI K MePCOHATbHBIM JaHHBIM WU KOTOPBHIM MOXET OBITh
npeaoCTaBJICH Takou AOCTYII; ICPCUCHDb OGp&GﬁTBIB&GMBIX NEPCOHANIBHBIX JAaHHBIX W MCTOYHUK HX
MOJIYYEHUS; CPOKH 00paOOTKH MEPCOHANBHBIX TaHHBIX, B TOM YHCJIE CPOKH UX XPaHEHHUS;

- CBCACHHUA O TOM, KaKUC HOPUAUYCCKUC MMOCICACTBUA IJIA CYG'LCKTa NEPCOHAIBHBIX OAHHBIX MOXKCT
MOBJIEYh 3a OO0 00pabOTKa €ro MEePCOHANBHBIX TaHHBIX.

7.9. CyObekT mNepcoHaNbHBIX JaHHBIX BIIpaBe TpeOOBAaTh OT OINEpaTopa YTOYHEHHSI CBOUX
MEPCOHANBHBIX JaHHBIX, UX OJIOKUPOBAHUS UM YHUUYTOKEHUS B CIy4yae, €CJIU MEePCOHATIbHBIX JaHHbBIX
SABJIAKOTCA HCIIOJIHBIMU, YCTAapCBIIMMH, HCAOCTOBCPHBIMHU, HC3dKOHHO IOJIYYCHHBIMU HJIN HC
SIBJISIFOTCSI HEOOXOIUMBIMHU JIJTS 3asIBJICHHOM 1€ 00paOOTKH.

7.10. CpeneHust O TEPCOHAIBHBIX JIAHHBIX JOJDKHBL  OBITh  NPENOCTABICHBI CYOBEKTY
MEePCOHANBHBIX JaHHBIX ONEPAaTOPOM B JOCTYMHOH (QopMe, U B HUX HE JOJKHBI COJEpPKAThCS B
NEPCOHANIBHBIX JAHHBIX, OTHOCAIIHUECA K APYTUM CY6'[>€KT3M MEPCOHAIbHBIX JaHHBIX.

7.11. JlocTymm K CBOMM TIE€PCOHAIBHBIM JaHHBIM MPEIOCTABISIETCS CYOBEKTY TEPCOHAIBHBIX
AAaHHBIX HWJIM €T0 3aKOHHOMY IMPCACTABUTCIIIO OIICPATOPOM IIPU MOJTYUCHUU NMHCBbMCHHOTO 3aIpoca
cyObeKTa MepcoHaIbHBIX JaHHBIX WM €ro 3aKOHHOTO mpeacTaBuTens. [IMcbMeHHBIN 3anpoc JomKeH
OBITH aJJpecOBaH HA UMS TUPEKTOPA YUPEKACHUS WU YIIOJTHOMOYCHHOTO PYKOBOIUTEIIEM JIUIIO.

7.12. CyObexkT B mpaBe OOKaJIOBaTh B YIOJHOMOYCHHBIM OpraH IO 3allUTe TNpaB CyOBEKTOB
NEPCOHATBHBIX JAHHBIX WM B CyJEOHOM IOpSAIKE HENpaBOMEpHbIE NEHCTBUS WM Oe31eHCTBUA
MEPCOHANBHBIX JaHHBIX  JIOJDKHOCTHBIX JIMI YUpeXIeHUss Mpu o00paboTke U 3alluTe ero
NEPCOHAILHBIX JaHHBIX.

VIII. O0s13aHHOCTH U NPaBa J0JKHOCTHBIX JIHII.

8.1. pykoBOmUTENb YUpEKIEHUS OpPraHu3yeT paboTy MO TMOCTPOSHUIO CHCTEMBI 3allUThI
nH(popManMoHHO# cucTeMbl. B yacTHOCTH:
- Ha3HA4YaeT OTBETCTBEHHOI'O 3a OPraHM3AIMIO 3aAIIUTHl WHPOPMALMU M3 YHUCIA COTPYAHUKOB
Yupexnenus;
- YTBEpKJAeT KPYT JIUI, UMEIOIINX JOCTYII K 3alIMIIaeMoi HH(OpMAIMK U TIOPSIOK UX paboThI;
- yTBEpXKZAaeT KOMIUIEKT JOKYMEHTOB, OIpPEACNAIONUX [OJUTUKY B OTHOIIEHUU  3allUTHI
uHpOpMAlIUM B YYPEKICHHUU, a TaKKE JIOKATbHBIC AaKThl, YCTAaHABIHMBAIOIIMX IPOIEIYPHI,
HaInpaBJI€HHbIE HA MPEIOTBPAICHUE U BBISIBICHUE HAPYIICHUH 3aKOHO1aTenbCcTBA PD.

8.2. OTBETCTBEHHBIH 32 3alIUTy UH(OPMAIIH:
- pa3pabaThIBaeT OpraHMU3allMOHHO-PACTIOPSAUTEIbHBIE JTOKYMEHTHI [0 BONPOCaM  3alllUThI
nHpopMmanuu rpu e€ 0o6padboTKe ¢ MOMOIIBI0 HHPOPMAITMOHHON CHCTEMBI,
- KOHTPOJIUPYET UCIOJIHEHUE MPUKA30B M PACIOPSHKCHUN BBIMIECTOSIINX OpraHU3alMi 1O BOMPOCaM
oOecrieueHuns 6€301MacHOCTH H(MOPMAITUH;
- oOecrieuynBaeT 3alMUTy HHPOPMALIUH, HUPKYIUPYIOLIed Ha 00beKTaX HH(POpMATHU3ALINY;
- MPOBOJUT CUCTEMATHYECKUU KOHTPOJb pabOThl CHCTEM 3alIUThl MHQOpPMAIMH, MPUMEHSIEMbIX B
MHPOPMAIIMOHHOH cHCTEMe, a TaKXKe 3a BBITOJHEHHEM KOMIUIEKCAa OPraHM3alMOHHBIX MEPONPUSTHH
1o o0ecrieueHnto 0e30MacHOCTH HH(OPMAITUH;
- IPOBOJIUT MHCTPYKTAX MOJIb30BaTeIe HHPOPMALIMOHHON CUCTEMBI,
- KOHTPOJIUPYET BBHINOJHEHUE AAMHHHUCTPATOPOM HH(OPMAIIMOHHOW CHUCTEMBI OO0S3aHHOCTEH IO
obecriedeHn0 (YHKIMOHUPOBAHUS CUCTEM 3allUThl HMH(pOpMAIMK (HACTPOWKA M COIPOBOXKICHUE



MOJICUCTEMBI YIIPABJICHUS JIOCTYIIOM IIOJIB30BATEN K 3allUIIacMbIM HH(OPMAIMOHHBIM pecypcaM
MH(POPMAIIMOHHOM CUCTEMBbI, AaHTUBHPYCHAS 3alllUTa, Pe3epBHOE KOMMPOBAHUE JAHHBIX U T.11.);
- KOHTPOJHMPYET TOPSAAOK Yy4€Ta W XpaHEHUS MAIIMHHBIX HOCHTENeH KOHQUIECHINATEHON
uHpOpMaIHH;
- ydJacTByeT B paboTax IO BHECCHHIO HM3MEHCHHMH B ammapaTHO-NPOTPaMMHYIO KOH(HUTYparuio
MH(POPMAIIMOHHOHN CUCTEMBI;
- OmpenenseT MOPSIOK M OCYIIECTBISET KOHTPOJIb PEMOHTA CPEJICTB BBIYMCIUTEIBHOW TEXHHKH,
BXO/ISIIUX B COCTaB MH()POPMAITMOHHON CHCTEMBI;
- TPUHAMAET MEpHI 10 ONEPAaTHBHOMY HM3MEHEHHIO IMapoJied NMpH YBOJIHHEHUH WM TEPEMEICHUN
COTPYJHHUKOB, IMEBIIHX JIOMYCK K NHPOPMAIIMOHHON CHCTEME;
- TpeOyeT ycTpaHEHUs BBISABICHHBIX HAPYILIEHUH M HEJJOCTATKOB, Aa€T 005S3aTENbHBIC I HCIIOTHEHUS
yKa3aHus 110 BOIpocaM o0ecTiedeH s MOJI0KEHU I HHCTPYKIMH 1O 3aIuTe HHopManuy;
- TpeOyeT OT pabOTHUKOB MPEICTABICHUS MUCHbMEHHBIX OOBSCHEHUHN MO (paKTaM HAPYIICHUS PEKUMA
KOH(UICHIIMAIBHOCTH;
- B Cllyyae BBISBJICHUS IOMBITOK HECAHKIIMOHMPOBAHHOIO JOCTYNAa K MH(POPMALUU WM TOIBITOK
XHIICHNUS, KONMPOBAaHWSA, W3MCHEHHs, HE3aMEUINTEIbHO TNPHHAMAET Mephl MPECeUeHHus u
JIOKJIA/IbIBAECT PYKOBOAMUTENIO Y UPEKICHHS;
- 00 UMeEmMXCS HEAOCTaTKaX M BBIBICHHBIX HApYIICHHSIX TpeOOBaHUH HOPMATUBHBIX U
PYKOBOJSIIMX JOKYMEHTOB II0 3amMTe HH(GOpMAMM, a TakKe B YCTAaHOBJICHHBIE CPOKH
MOJTOTABINBACT HEOOXOAMMYIO OTYETHYIO JOKYMEHTAI[MIO O COCTOSIHHM paldoT 10 3aluTe
uHpOpMaIUH.

8.3. HecooTBeTcTBHE MEp YCTAaHOBJICHHBIM TPEOOBaHMSAM WJIM HOPMaM IO 3aIIUTE MH(POPMAIIH,
ABIISICTCS HAPYUICHUEM U BJICUET aIMHUHHUCTPATUBHOE HAKa3aHUE OTBETCTBEHHBIX JIUIl B COOTBETCTBUU
C 3aKOHOJATEIILCTBOM PD.

IX. 3akarounTebHbBIE MOJ0KEHUS.

9.1. I[lonoxeHne BCTyNaeT B CHIIYy C MOMEHTA €TI0 YTBEPKICHHS.

9.2. TlonoxeHue SBISETCS  JIOKAJBHBIM aKTOM O0pa3oBaTeNIbHOTO YupexaeHus. Buecenue
W3MEHEHUM 1 JonoHeHul B [looxeHnne ocymecTBiIsieTcs B MOPSIAKE €ro MPUHATHS.

9.3. Hacrosimee IlonoxkeHne MOXET OBITh HW3MEHEHO ([IOTIOHEHO) JIOKATbHBIM aKTOM
00pa3oBaTeNbHOTO YUPEKICHNUS.



